Mobile Web Content Control

Ensuring Safe and Productive Mobile Internet Access

With growing amounts of inappropriate content available
online, and young people spending more time on the
Internet both in and out of the home, there is an increasing
need for parental control. Parents are now more aware

of the potential threats on the Internet — inappropriate
content, chat room predators, and cyber bullies.

Lack of control over mobile Internet usage has led many
parents to refuse mobile Internet services entirely, negatively
impacting service uptake. Mobile operators are now

seeking solutions that provide parents with peace of mind

— delivering the same level of Internet safety over mobile
networks that is available in the home.
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potentially unsuitable or harmful content. Rather than wait
for government legislation to compel them to implement

a parental control solution, many providers are opting for
a socially responsible approach by offering parents and
others a solution now.

Employers, too, are interested in content control
solutions. Corporations want to increase employee
productivity by providing anywhere connectivity, while
at the same time limiting access to only work-related
content during business hours — thereby also mitigating
the liability associated with inappropriate content.

By providing safe and controlled Internet access to

« Field-proven - implemented in top-tier networks worldwide
- Flexible - enables content control based on user profile, usage behavior, and updated content listings
Multi-market - ideal for both parental and corporate control

ering - provide parents and IT managers tools to monitor and control Internet access

While adult content holds the promise of increased
revenues for operators and constitutes a major share
of mobile content services, government regulations
and industry codes of conduct require control of such
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corporate users, mobile operators can help accelerate
lucrative web data services adoption in the business
segment, while increasing user loyalty and creating a
new source of revenue.




Content Control Solution

Flash Networks’” Mobile Web Content Control Solution
enables safer, more productive mobile use of the open
Internet for consumer or business use. Already deployed
in top-tier providers like T-Mobile, Verizon Wireless,
Telefonica, Bell Mobility, and O2 — content control from
Flash Networks is field-proven, empowering both parents
and employers:

Empowering Parents

Flash Networks provides parents with the tools to control
and monitor web content access for each child, based

on his/her unique needs. Using a web-based self-service
application, parents customize hours and content types for
each child — limiting or preventing access to inappropriate
content, and controlling access after bedtime or during
school hours. Parents can also choose to monitor Internet
behavior — receiving immediate alerts if access is attempted
to dangerous content categories like suicide, drugs,
pornography, anorexia, and more.

Empowering the Enterprise

To maximize employee productivity, while lowering
corporate liability and complying with existing and emerging
regulations, Flash Networks enables IT managers to fully
control and monitor Internet access based on existing
organizational user or user group profiles. Access to adult
content, job search, gaming, social networking or any
other undesirable content may be completely restricted
during and/or after office hours. Access to sites containing
potentially security-comprising content can be restricted,
including customizable and branded blocking messages,
and automatic alerting can be enabled in the event of
employee Internet usage policy violations.

Mobile Internet Services
Gateway

Flash Networks’ Mobile Web Content Control Solution is
rapidly and seamlessly integrated into the operator’s network
separately or as part of the Harmony™ Mobile Internet
Services Gateway. Harmony is a Telco-grade solution that
empowers enhanced subscriber quality of experience,
reduces operational expenses, and helps operators manage
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and monetize access to the open Internet by applying best-
in-class services on mobile data traffic. Harmony enables
operators to consolidate several detached network services
into a single gateway with unified business logic, making the
network more uniform and simplified. Strategically positioned
in the network, Harmony efficiently manages all types of
network traffic, applying a diverse range of services based on
user profile, current activity, and network conditions.

End User Benefits

¢ Protect young people from inappropriate content or
solicitation

* Provide parents with peace of mind and oversight of
Internet experience

e Create safer, more productive working environment

e Lower corporate liability

Operator Benefits

e Accelerate mobile Internet adoption
e Generate new revenue streams
e Enhance subscriber satisfaction and loyalty

Rapid introduction and modification of a variety of access
control policies to meet regulatory and policy requirements

Strengthen and protect operator brand

Reduce malware threats to mobile network
Solution Highlights

Placed at critical junctures in the network, Flash Networks
Mobile Web Content Control Solution inspects and
categorizes user data and activates access policies according
to user profiles. Parents and IT managers have full control to
customize Internet access policies.

Scalable and Efficient Enforcement Points

Using context-based policy enforcement based on all
available subscriber information and content classification,
Flash Networks offers transparent content access control for
multi-gigabit browsing and video traffic. The Flash Networks
solution also blocks access to illegal sites, such as those
related to child pornography.



Highly Accurate Content Classification

Flash Networks supports multiple content classification
methods based on pre-rated URL databases, real-time content
analysis, HTTP header, operator-managed lists, and more.

Safe Search

Flash Networks Content Control enforces the safe browsing
features of AOL®, MSN®, Google™ and Yahoo!® to improve
accuracy of content filtering for text, images and video
during searches.

Flexible Access Policies

Flash Networks enables unlimited flexibility in policy
definition and user interface, including warning or blocking
messages and subscriber identification prompts.

Self and Custom Care Web Applications

Based on content categories, time of access, and individual
URLs, parents and IT managers can customize user profiles
for family members and employees using a web-based
self-care application. To facilitate remote monitoring

of browsing behavior, parents can request to receive
immediate alerts if their children try to access pre-defined
content categories.

Intelligent Policy Manager

Flash Networks' Intelligent Policy Manager enables seamless
integration with OSS through standard APIs and includes

an intuitive, code-free GUI for definition and management
of access control policies, meeting ever-changing operator
needs. Based on transaction logs, Flash Networks produces
comprehensive statistics and reports, providing in-depth
information about subscriber usage and application behavior.
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About Flash Networks

Flash Networks is a global provider of intelligent mobile
Internet solutions that enable operators to improve quality
of experience, reduce network operational expenses and
manage and monetize the mobile Internet. Providing a
faster, safer, richer and more personalized user experience,
Flash Networks’ Internet services gateway helps operators
achieve significant cost savings through intelligent data
traffic optimization, and applies intelligent policies for
targeted marketing and charging.

With offices in Europe, Asia and North America, Flash
Networks' installed base of top-tier mobile carriers
includes 02, Orange, SingTel Group, T-Mobile, Telefénica,
Telenor, Verizon Wireless, Vodafone and Wind. For more
information, please visit www.flashnetworks.com.
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